Chief Converged Security
Officer (CCSO) Certification
Course

A comprehensive 5-day intensive program designed to prepare security
leaders for the CCSO role and ensure organizational readiness across all
22 capability domains. Includes pre-course assessment, technical
implementation, case study analysis, practical simulations, and

comprehensive examination with implementation planning.

CHIEF CONVERGED
SECURITY OFFICER
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Course Overview & Objectives

Program Structure

Duration: 5 days, 29.5 hours total (Days 1-2: 4 hours
each; Days 3-5: 6-8.5 hours each)

Format: Interactive sessions, case studies, practical
simulations, and written examination

Delivery: Online (On-site available for Gold Corporate
CSI Members)

Certification: CCSO Role & Organizational Readiness

Standards Coverage: ST-CSF.001, ST-CSF.IRBC.001,
ST-CSF.TIA.001, ST-CSF.RMA.001, ST-CSF.IAM.001, ST-
CSF.DPP.001, ST-CSF.TRA.001

Instructor: Dr. Vladimir Bunic

First Cohort: January 2026 | Limited to 5-10 participants
per cohort

Learning Outcomes

Master converged security governance frameworks

Implement unified risk management across 22 domains

Lead incident response and business continuity

Ensure regulatory compliance (GDPR, NIS2, DORA)

Drive organizational transformation
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Day 1: Foundation & Strategic Leadership

Hour 1: Converged Security 1
Fundamentals (0900-1000)

e ST-CSF.001 Framework Overview

* 22 Capability Domains Introduction 2 Hour 2: Governance & Risk Management
e Hybrid, Systemic & Cascading Risks (1015-1115)

e CCSO Role Definition & Authority e ST-CSF.RMA.001Risk Management Standard

e CSI Product-Oriented Endorsement Framework o Board-Level Governance Requirements

e Unified Risk Register Implementation

Hour 3: Incident Response Excellence 3 « Cascade Effect Mapping Techniques
(1130-1230)

e ST-CSF.IRBC.001 Framework Deep Dive

e AI/ML Risk Analytics (297% accuracy)

e Class 1, 2, 3 Incident Classification

e 4-Tier Escalation Structure 4 Hour 4: Regulatory Compliance Mastery
e Business Continuity Integration (1245-1345)
e 99.5% Notification Reliability Standards e GDPR, NIS2, DORA Requirements

e Multi-Framework Compliance Integration
e 24-Hour Incident Notification Protocols
e Regulatory Technology (RegTech) Innovation

e Automated Compliance Monitoring
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Day 2: Technical Implementation & Excellence

Hour 1: Technology Architecture (0900-
1000)

e ST-CSF.TIA.001 Integration Standard

e SIEM/PSIM Platform Deployment

e Zero Trust Architecture Implementation
e 75% Integration Coverage Requirements

e AI/ML Threat Correlation (<50ms latency)

Hour 3: Data Protection & Training (1130-
1230)

e ST-CSF.DPP.001 Privacy Standard

e ST-CSF.TRA.001 Training Framework
e Cross-Functional Training Programs
e 85% Pass Rate Requirements

e Privacy by Design Implementation

Hour 2: Identity & Access Management
(1015-1115)

ST-CSF.IAM.001 Unified IAM Framework
Multi-Factor Authentication Standards
Privileged Access Management (PAM)
Cross-Domain Identity Integration

99.9% Availability Assurance

Hour 4: Organizational Readiness
Assessment (1245-1345)

22 Domain Capability Assessment
Maturity Model Evaluation

Gap Analysis & Remediation Planning
Certification Preparation

Implementation Roadmap Development
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Day 3: Case Study Analysis

0900-1000: Hybrid Threat Scenarios

Analyze complex real-world situations involving
hybrid threats, advanced persistent threats, and
critical infrastructure protection. Focus on
identifying vulnerabilities and potential impact.

1130-1230: Cross-Domain Incident Drills

Participate in simulated exercises focusing on
coordinating incident response across physical,
cyber, and human security domains.

1400-1500: Interactive Group Sessions

Foster peer learning through interactive
discussions, sharing insights, and collaborative
problem-solving for complex security challenges.

Sa

1015-1115: Applied Case Modules

Engage with multiple in-depth case study modules,
applying CCSO principles to diverse organizational
contexts and practical challenges.

1245-1345: Regulatory Compliance
Simulations

Walk through detailed scenarios addressing GDPR,
NIS2, and DORA compliance, ensuring practical
application of regulatory requirements.

Made with GRMIMA


https://gamma.app/?utm_source=made-with-gamma

Day 4: Practical Simulation (Full Day Timeline)

0900-1000: Crisis Management
Exercises

Engage in real-time decision-making scenarios to
effectively manage and mitigate organizational
crises, focusing on rapid response and strategic
communication.

1130-1230: Tabletop Exercise Facilitation

Participate in structured tabletop exercises to
analyze and respond to major security incidents,
enhancing preparedness and procedural
understanding.

1400-1500: Performance Evaluation &
Feedback

Receive comprehensive performance evaluations
and constructive feedback sessions to refine skills
and identify areas for improvement in security
leadership.

1015-1115: Cross-Domain Incident
Response

Simulate complex incidents spanning physical,
cyber, and human domains, emphasizing
coordinated response and inter-departmental
collaboration.

1245-1345: Leadership Communication
Protocols

Practice effective communication strategies for
critical incidents, including stakeholder notification
and executive escalation procedures.

1515-1600: Hands-0On Technical
Demonstrations

Witness and engage with practical demonstrations
of technical response capabilities, bridging
theoretical knowledge with operational execution.
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Day 5: Written Examination & Implementation

Planning (Full Day Timeline)

0900-1100: Comprehensive Written
Assessment

Evaluate understanding across all 22 Converged
Security Capability Domains with a thorough
written examination.

1200-1300: Organizational Readiness &
Gap Analysis
Conduct a detailed assessment of current

organizational security posture and identify areas
requiring improvement.

1430-1530: Maturity Progression
Strategy

Formulate a long-term strategy for continuous
improvement and advancing the organization's
security maturity model.

1700-1730: Certification Review & Next
Steps

Review the certification process and outline
ongoing professional development opportunities for
CCSOs.

B

1115-1145: Certification Threshold Review

Achieve a minimum of an 85% pass rate,
demonstrating a mastery of the CCSO curriculum.
Results review and feedback.

1315-1415: Remediation Planning

Develop actionable plans to address identified gaps
and prioritize strategic initiatives for enhanced
security.

1545-1645: Implementation Roadmap
Creation

Design a clear, phased roadmap for integrating
CCSO principles and operationalizing converged
security initiatives.

Made with GRMIMA


https://gamma.app/?utm_source=made-with-gamma

The 22 Capability Domains

Leadership & Governance

Executive authority, board oversight, strategic alignment,
accountability frameworks

Risk Management

Unified risk register, cascade mapping, Al/ML analytics, predictive
assessment

Incident Response

Class 1-3 incidents, 4-tier escalation, cross-domain coordination,
automated protocols

Business Continuity

RTO/RPO standards, recovery procedures, alternative sites,
integrated activation
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Additional Capability Domains

Technical Domains Operational Domains
o Identity & Access Management: Unified IAM, MFA, e Supply Chain Security: Third-party risk, vendor
PAM, Zero Trust management, assessments

o Technology Integration: SIEM/PSIM, API security, cloud

Training & Awareness: Cross-functional programs,

integration simulation exercises

o Cybersecurity: Threat detection, vulnerability o Compliance Management: Multi-framework integration,
management, SOC operations automated monitoring

e Physical Security: Access control, surveillance, PSIM e Audit & Assurance: Internal/external audits, certification
integration processes

e OT Security: ICS protection, SCADA security, OT-IT e Communication: Stakeholder engagement, crisis
convergence communication, reporting

o Data Protection: Privacy by design, encryption, GDPR o« Change Management: Version control, impact
compliance assessment, implementation
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Strategic & Support Domains

%

Resource Allocation

Centralized budget authority, strategic investment planning,
ROI measurement, financial accountability frameworks

2

Crisis Management

Predictive analytics, unified crisis response, stakeholder
coordination, recovery procedures

ae!

Culture Development

Security awareness, behavioral change, convergence
champions, organizational transformation

Performance Management

KPI tracking, automated reporting, continuous improvement,
benchmarking excellence

SO
=
Exception Management

Risk-assessed deviations, compensating controls,
centralized register, quarterly reviews

Yo

Innovation & Research

Emerging technologies, pilot programs, industry leadership,
future-proofing strategies
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Technical Validation Criteria

75%

Integration Coverage

Minimum platform
integration across all
security domains (ST-
CSF.TIA.001)

97%

Threat Detection

AlI/ML accuracy with =3%

false positive rates (ST-
CSF.RMA.001)

99.9%

IAM Availability

Enterprise availability
assurance standard (ST-
CSF.IAM.001)

99.5%

Notification Reliability

Automated escalation

system performance (ST-

CSF.IRBC.001)

94%

Risk Prediction

Predictive modeling
accuracy with 295%
confidence (ST-
CSF.RMA.001)

85%

Training Pass Rate

Minimum competency
validation requirement (ST-
CSF.TRA.001)
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Certification Requirements & Assessment (5-

Day Program)

DAY 1: Pre-Course Assessment &
Foundation (4 hours)

e Hour 1(0900-1000): Converged Security
Fundamentals - ST-CSF.001 Framework
Overview, 22 Capability Domains,
Hybrid/Systemic/Cascading Risks, CCSO Role
Definition

e Hour 2 (1015-1115): Governance & Risk
Management - ST-CSF.RMA.001, Board-Level
Governance, Unified Risk Register, Al/ML Risk
Analytics

e Hour 3 (1130-1230): Incident Response
Excellence - ST-CSF.IRBC.001, Class 1-3
Incident Classification, 4-Tier Escalation, 99.5%
Notification Standards

e Hour 4 (1245-1345): Regulatory Compliance
Mastery - GDPR, NIS2, DORA, 24-Hour
Notification Protocols, RegTech Innovation

DAY 3: Case Study Analysis (6 hours -
0900-1500)

e 0900-1000: Hybrid Threat Scenarios - Analyze
complex real-world situations, APTs, critical
infrastructure protection

e 1015-1115: Applied Case Modules - In-depth
case studies, CCSO principles application

¢ T1130-1230: Cross-Domain Incident Drills -
Coordinated incident response across physical,
cyber, human domains

e 1245-1345: Regulatory Compliance Simulations
- GDPR, NIS2, DORA compliance scenarios

e 1400-1500: Interactive Group Sessions - Peer
learning, collaborative problem-solving

DAY 5: Written Examination &
Implementation Planning (8.5 hours -
0900-1730)

e 0900-1100: Comprehensive Written Assessment
- All 22 domains, minimum 85% pass rate

¢ 1115-1145: Certification Threshold Review -
Results and feedback

e 1200-1300: Organizational Readiness & Gap
Analysis - Security posture assessment

¢ 1315-1415: Remediation Planning - Address
identified gaps, prioritize initiatives
e 1430-1530: Maturity Progression Strategy -

Long-term continuous improvement

e 1545-1645: Implementation Roadmap Creation -
Phased roadmap for CCSO principles

e 1700-1730: Certification Review & Next Steps -
Professional development opportunities

2 DAY 2: Technical Implementation &
Excellence (4 hours)

Hour 1 (0900-1000): Technology Architecture -
ST-CSF.TIA.001 Integration Standards,
SIEM/PSIM, API Security, Cloud Integration

Hour 2 (1015-1115): Identity & Access
Management - Unified IAM, MFA, PAM, Zero
Trust Architecture

Hour 3 (1130-1230): Data Protection & Privacy -
ST-CSF.DPP.001, Encryption Standards, Privacy
by Design, GDPR Compliance

Hour 4 (1245-1345): Threat Response &
Analytics - ST-CSF.TRA.001, Threat Intelligence,
Incident Analytics, Predictive Security

4 DAY 4: Practical Simulation (7 hours -
0900-1600)

0900-1000: Crisis Management Exercises -
Real-time decision-making scenarios

1015-1115: Cross-Domain Incident Response -
Complex incidents spanning all domains

1130-1230: Tabletop Exercise Facilitation -
Structured exercises for major incidents

1245-1345: Leadership Communication
Protocols - Stakeholder notification, escalation
procedures

1400-1500: Performance Evaluation & Feedback
- Comprehensive performance reviews

1515-1600: Hands-On Technical Demonstrations
- Technical response capabilities

6 CERTIFICATION AWARD

CCSO Role & Organizational Readiness certification

upon successful completion of all requirements.
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Enroliment & Pricing
COURSE PRICING

Price per Person: €3,000

DELIVERY & FORMAT

e Duration: 5 Days (Full Course)

e Format: Online (On-site available for Gold Corporate CSI Members +
Travel and Accomodation Expenses)

e Minimum Attendees: 5 participants
e Maximum Attendees: 10 participants

e Cohorts: One cohort per quarter only (4 Cohort s per year)

INSTRUCTOR

Dr. Vladimir Bunic

Converged Security Expert & Certification Lead

ENROLLMENT DETAILS

e First Cohort: January 2026

CH I E F Co NVE RG E D e Payment: Upfront for reservation ( Invoice , Credit Cards )
S ECU RITY o F F I C E R e Places: Limited (5-10 participants per cohort)

COURSE SUMMARY (5-Day Timeline)

e Day 1: Pre-Course Assessment & Foundation (4 hours)

e Day 2: Technical Implementation & Excellence (4 hours)

e Day 3: Case Study Analysis (0900-1500 - 6 hours)

e Day 4: Practical Simulation (0900-1600 - 7 hours)

e Day 5: Written Examination & Implementation Planning (0900-1730 -

8.5 hours)
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Transform Your Security
Leadership

"The CCSO certification program equips security leaders with the
comprehensive knowledge, technical expertise, and strategic vision
needed to transform organizational security from fragmented silos
into unified, enterprise-wide excellence."

Professional Recognition Organizational
Industry-leading certification Readiness

demonstrating mastery of Comprehensive assessment
converged security and roadmap for enterprise-
frameworks wide security transformation

Competitive Advantage

Position your organization as a security leader with measurable
excellence across all domains
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